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Introduc�on  

Lynxspring, Inc. (“Company”, “our”, “us”, or “we”), the "data controller" of the personal informa�on we collect about you 
pursuant to this Privacy Statement, is commited to protec�ng your privacy. This Privacy Statement details the steps we 
take to protect your personal informa�on when you visit any of our websites or applica�ons that contain a link to this 
Privacy Statement (collec�vely, our “Sites”) or when you contact us. It describes how we process personal informa�on 
rela�ng to you, including the types of personal informa�on that we collect, the purposes for which we use it, the types of 
third par�es with which we share it, and any rights you may have with respect to such informa�on. Personal informa�on is 
informa�on, or a combina�on of pieces of informa�on, that allow you to be iden�fied and which is subject to, or 
otherwise afforded protec�on under, a data protec�on law, statute, or regula�on.  

This Privacy Statement applies only when you visit any of our Sites that link to this Privacy Statement or when you contact 
or engage with us, for example, with a comment, inquiry, or customer support request. Personal informa�on collected 
about you in connec�on with other Company websites, products, services, or mobile applica�ons (including those made 
available to you by our group companies) may be covered by different privacy statements. It is important that you read this 
Privacy Statement together with any other privacy statements or other no�ces we may provide to you on specific 
occasions when we are collec�ng or processing your personal informa�on so that you are fully aware of how and why we 
are using your informa�on. The Company strives to ensure that every person has access to informa�on related to our 
products, services, and ac�vi�es, including this No�ce. Please contact us if you would like this No�ce provided in an 
alterna�ve format and we will undertake commercially reasonable measures to meet your special needs or disabili�es.  

By using or accessing our Sites or contac�ng or, engaging with, us you agree that we may process your personal 
informa�on in the manner described in this Privacy Statement. Your use of our Sites and any informa�on you provide 
through them is subject at all �mes to this Privacy Statement and the applicable terms and condi�ons that apply to the 
Sites.  

IMPORTANT NOTICE FOR RESIDENTS OF THE EUROPEAN ECONOMIC AREA (EEA): EEA RESIDENTS MAY BE ENTITLED TO  

OBJECT TO CERTAIN TYPES OF PROCESSING ACTIVITIES INVOLVING YOUR PERSONAL INFORMATION DESCRIBED IN THIS  

PRIVACY STATEMENT, INCLUDING WHERE WE ARE RELYING ON A LEGITIMATE INTEREST TO PROCESS YOUR PERSONAL  

INFORMATION OR WHERE WE ARE PROCESSING YOUR PERSONAL INFORMATION FOR DIRECT MARKETING. IN SOME 

CASES, WE MAY DEMONSTRATE THAT WE HAVE COMPELLING LEGITIMATE GROUNDS TO CONTINUE TO PROCESS YOUR 

PERSONAL INFORMATION IN WHICH CASE WE ARE NOT OBLIGED TO COMPLY WITH YOUR REQUEST.  

  
Click on one of the links below to jump to the sec�on that interests you:  

1) Our Collec�on of Informa�on  

2) Our Use of Informa�on  

3) The Legal Basis on Which We Process Informa�on  

https://www.lynxspring.com/company/privacy-policy#our-collection-of-information
https://www.lynxspring.com/company/privacy-policy#our-collection-of-information
https://www.lynxspring.com/company/privacy-policy#our-use-of-information
https://www.lynxspring.com/company/privacy-policy#our-use-of-information
https://www.lynxspring.com/company/privacy-policy#the-legal-basis-on-which-we-process-information
https://www.lynxspring.com/company/privacy-policy#the-legal-basis-on-which-we-process-information


4) Anonymizing Informa�on  

5) How Long We Keep Informa�on  

6) Disclosure of Informa�on  

7) Interna�onal Transfers  

8) Security  

9) Cookies  

10) Do Not Track  

11) Your Rights and Responsibili�es  

12) Children's Informa�on  

13) Links to Other Websites  

14) Contact Us  

1) Our Collec�on of Informa�on  

a) Informa�on Collected Directly From You. When you visit our Sites, we may ask you for personal informa�on to provide a 
service or carry out a transac�on that you have requested. You may also provide personal informa�on to us when you 
contact or engage with us (e.g., with a comment, inquiry or customer support request, site visitors) or register for an 
account to use our Sites. The personal informa�on we collect from you when you use our Sites, or when you contact or 
engage with us, may include:  

• Iden�ty data, such as your name, �tle, company/organiza�on name, e-mail address, telephone, fax numbers and 
website and physical address (including street, city, state, postal code, and/or country);  
  

• Registra�on data, such as informa�on provided by you when you register for an account to use our Sites, including 
usernames and passwords;  
  

• Recruitment data, including informa�on submited in connec�on with a job applica�on or inquiry (as described 
below);  
  

• Business contact data, such as informa�on related to other employees, owners, directors, officers, or contractors of a 
third-party organiza�on (e.g., business, company, partnership, sole proprietorship, nonprofit, or government agency);  

 
• Building and Facili�es data, with authoriza�on from building owners and operators we collect building opera�onal 

data via our product line of HVAC controllers that enable analy�c services to be applied (some 3rd party applica�ons 
may be u�lized as well). Lynxspring’s JENEsys Edge 534 4G LTE and the Onyxx 4G Cellular Router u�lizes a data service 
plan and a dedicated VPN by Verizon. For more informa�on regarding Verizon’s individual privacy policy, please refer 
to:  htps://www.verizon.com/about/privacy/full-privacy-policy 
 

• Marke�ng and communica�ons data, including your marke�ng preferences and your subscrip�ons to our publica�ons;  
  

• Financial informa�on, including credit card or other financial account informa�on for the purpose of enabling us to 
facilitate your purchase of Company products and services that may be available on our Sites;  
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https://www.lynxspring.com/company/privacy-policy#links-to-other-websites
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• Export control informa�on, such as your na�onality, ci�zenship, and country of residence, allows us to determine your 
eligibility under export control regula�ons to receive informa�on about certain technologies;  
  

• Transac�on data, including inquiries about and orders for our products and services and details of payments to and 
from you, including purchase order history and informa�on needed to facilitate payment transac�ons;  
  

• Event registra�on informa�on and form submissions, including informa�on you provide when filling in e-registra�on 
forms (e.g., webinars, tradeshows, partner conferences, newsleters, blog, downloading whitepapers, execu�ve 
briefings or technical documenta�on, customer technical support and professional services requests, sales quotes, 
RMA’s or to contact Lynxspring for any other purposes); and  
 

• Your feedback, including surveys, recommenda�ons, or other feedback from you about our Sites as well as our 
products and services generally and/or our social media sites.  

When you do not provide the requested informa�on, we may not be able to provide you with the requested service or 
complete your transac�on.  
  
b) Informa�on we collect about you. We collect certain informa�on about your visit to our Sites, including:  

• Usage data, including informa�on about how you use our Sites, what pages you view, the number of bytes transferred, 
the links you click, the materials you access, the date and �me you access the Site, the website from which you linked 
to one of our Sites and other ac�ons taken within the Sites; and  
  

• Technical data, such as your Internet Protocol (IP) address, your browser type and capabili�es and language and your 
opera�ng system.  

For informa�on about the cookies, we use on our Sites, please refer to the sec�on en�tled “Cookies” below.  

c)  Geo-Loca�on Informa�on. For certain Sites, with your express consent, we may collect the precise, real-�me loca�on 
(i.e., geo-loca�on) of your mobile device. This informa�on will be used only for the purpose of facilita�ng your use of the 
Sites. The geo-loca�on of your mobile device may be disclosed to our service providers who may process this informa�on 
in connec�on with providing services on our behalf. Once you have consented to the collec�on of the precise, real-�me 
loca�on of your mobile device, you may adjust this consent by managing your Loca�on Services preferences through the 
se�ngs of your mobile device.  

d)  Informa�on Collected from Third Par�es. In accordance with applicable law, we may collect personal informa�on about 
you from third par�es, such as social media websites/applica�ons (e.g., LinkedIn, YouTube etc.), which we may combine 
with the informa�on we already hold about you in order to help us improve and customize our Sites to your preferences 
and for other purposes set forth in this Privacy Statement. We may also collect your business contact informa�on from 
your employer or other third par�es, which we will use to facilitate or otherwise engage in tradi�onal business ac�vi�es 
and similar administra�ve maters.  

2) Our Use of Informa�on  

We may use the personal informa�on collected via our Sites or when you contact us for purposes that include:  

• Services, Transac�ons and Payment Processing. We may use your personal contact informa�on to deliver services 
to you or carry out transac�ons you have requested, including, but not limited to, providing informa�on on Company 



products or services you have purchased or otherwise use, registering and licensing of purchased products, processing 
product orders, handling warranty claims, replacing product manuals, answering customer service requests, and 
facilita�ng the use of our Sites. Lynxspring’s customers may purchase products either by submi�ng a purchase order 
or may choose to pay via a credit card. When you choose to ini�ate a credit card purchase from Lynxspring, we will ask 
you to provide your name, contact informa�on, and credit card informa�on to process the transac�on. Your full credit 
card number is entered into a secure third-party payment processing service provider. Lynxspring only retains for our 
records the card holder’s name, address, the expira�on date and the last four digits of your credit card. 

 
• Administering and Protec�ng our Business and Sites. We may use your personal informa�on to administer and protect 

our business and our Sites, including troubleshoo�ng, system maintenance, support, repor�ng, and hos�ng of data.  
  

• Improving Our Business, Sites, Products, and Services. We may use your personal informa�on to perform business 
analyses or for other purposes that help us to develop and improve the quality of our business, Sites, products, and 
services (including new products and services), for example, by customizing our Sites to your par�cular preferences or 
interests.  
  

• Marke�ng. In accordance with applicable laws and regula�ons, we may use your personal informa�on to inform you of 
technical advisories, products or services which may be of interest to you, and to otherwise communicate with you 
about offerings, pricing advisories, product update no�fica�ons, events and news, surveys, special offers, 
informa�onal webinars, and related topics. You are able to opt-out from marke�ng communica�ons sent via e-mail at 
any �me, free of charge by using the “unsubscribe” link in any e-mail marke�ng materials you receive from us, or by 
contac�ng us using the contact informa�on listed in this Privacy Statement. Depending on your country of residence, 
you may also be able to opt out of other types of marke�ng communica�ons; please contact us using the contact 
informa�on listed in the Privacy Statement for more informa�on. Some jurisdic�ons provide individuals (e.g., 
California residents) with the right to request certain informa�on regarding our disclosure of personal informa�on to 
third par�es for the third party’s direct marke�ng purposes. For more informa�on on our data disclosure prac�ces for 
marke�ng purposes, please contact us in accordance with the instruc�ons listed below.  
 

• Blog and Forums. We offer a publicly accessible blog on our website. Please be aware that any informa�on posted in a 
public forum or blog may be used by others outside of Lynxspring to solicit and/or contact you. We urge you to be 
cau�ous in disclosing personal informa�on publicly on our blog and/or forums. Lynxspring is not liable for the misuse 
of your personal informa�on when you elect to disclose such informa�on publicly. Your posts and/or profile 
informa�on may remain publicly via the Internet even a�er your account has been removed by Lynxspring. To request 
the removal of your personal informa�on please contact us at:   
htps://www.lynxspring.com/contact-us  

 
• External Links on our Websites. Some of our Sites may contain links to other external websites that are not affiliated 

with Lynxspring nor follow and adhere to Lynxspring’s Privacy Policy. Please be cau�ous and use prudence when 
submi�ng your personal informa�on to any of these third-party sites. As a consequence, your personal informa�on 
on such third-party sites is thereby governed by their specific privacy policies. It is recommended that you not share 
any personal informa�on with these third par�es unless you have both reviewed and agree to their individual privacy 
policies.  
 

• Tes�monials. Lynxspring some�mes posts tes�monials about our products and services on our website(s). If this 
tes�monial already exists in the public space (e.g., press releases, your company website) your name and/or 
company’s name may be used to promote our products. If the tes�monial does not exist publicly, we will seek your 

https://www.lynxspring.com/contact-us
https://www.lynxspring.com/contact-us


permission to post such tes�monials on our website(s) and/or post such tes�monials anonymously. If you wish to edit, 
update, or remove the tes�monial at any �me, please contact us at:   
 
htps://www.lynxspring.com/contact-us   
 

• Employees and Independent Contractors. We may provide access to your contact informa�on both internally to 
employees and/or to independent contractors and vendors with whom we have signed mutually binding non-
disclosure agreements with to provide us with necessary services such as:  iden�fy, analyze, and resolve errors, 
conduct email verifica�on, facilitate financial transac�ons, and improve spam detec�on. Such data is restricted to 
specific individuals and is logged and audited. Specific employees will also have access to your data (including contact 
informa�on and the building’s opera�onal data) to help troubleshoot technical support issues. Lynxspring has an 
onboarding privacy and security policy training in place and strictly enforces privacy safeguards and confiden�ality for 
our employees and our outside contractual vendors. 
 

• Business Contact Data. The Company collects and uses business contact data to engage in communica�ons or 
transac�ons, including for conduc�ng due diligence regarding, or providing or receiving, a product or service. For 
example, the Company may collect and use this business contact data in order to facilitate and manage orders, 
contracts, warran�es, maintenance, and similar business func�ons, for credit analysis and collec�on purposes, to 
assist with our own internal compliance and legal requirements, and (if necessary) to defend our interests and claims.  
  

• Employment Applica�ons. In connec�on with a job applica�on or inquiry, you may provide us with informa�on about 
yourself, such as a resume/curriculum vitae, professional references, informa�on about educa�on and job 
background, and informa�on about professional training and cer�fica�ons. We and members of our group may use 
this informa�on for the purpose of employment considera�on, background checks and employment eligibility, and as 
otherwise set forth in any separate privacy statement or other no�ce made available to in connec�on with your 
applica�on. We may use a third party (e.g., job recruiter) or social media pla�orm to solicit, collect, and retain 
employment applica�ons.  
  

• Research and Analysis. We may use your personal informa�on to conduct research and analysis to help us analyze 
your purchasing preferences, iden�fy the products and services that best meet your requirements and measure the 
effec�veness of the adver�sing we serve you.  
  

• Enforcement: We may use the personal informa�on we collect in order to detect, prevent, and respond to fraud, 
intellectual property infringement, viola�ons of our terms and condi�ons, viola�ons of law or other misuse of our 
Sites.  

Where permited by law, we may combine the informa�on that we collect via our Sites with other informa�on we hold 
about you (such as informa�on about your use of our products and services) in order to offer you an improved and 
consistent customer experience when interac�ng with us or for other purposes set forth in this Privacy Statement.   

3) The Legal Basis on Which We Process Informa�on  

Where required by law, we will ensure there is a legal basis for the processing of your personal informa�on. In most cases 
the legal basis will be that:  

• the processing is necessary for the performance of the services we provide to you, or in order to take steps (at 
your request) prior to, and an�cipa�on of, performing, such services;  

https://www.lynxspring.com/contact-us
https://www.lynxspring.com/contact-us


  
• the processing is necessary to comply with our legal obliga�ons, including compliance with applicable laws, 

regula�ons, governmental and quasi-governmental requests, court orders or subpoenas;  
  

• the processing is based on your consent to the processing of your personal informa�on for one or more specified 
purposes (e.g., marke�ng); or  
  

• the processing is necessary to meet our legi�mate interests, for example to develop and improve our Sites, 
products and/or services for the benefit of our customers.  

4) Anonymizing Informa�on  

In accordance with applicable law, we may anonymize your personal informa�on so that it can no longer be used to 
iden�fy you. Anonymized informa�on is not considered personal informa�on and is therefore not subject to this Privacy 
Statement. We may collect, use, aggregate, and share anonymized informa�on for any purpose.  

5) How Long We Keep Informa�on  

The period during which we store your personal informa�on varies depending on the purpose of the processing. For 
example, we store personal informa�on needed to provide you with products and services, or to facilitate transac�ons you 
have requested, for so long as you are a customer of the Company. We store your personal informa�on for marke�ng 
purposes un�l you have opted out of receiving further direct marke�ng communica�ons in accordance with applicable 
law. If you submit an employment applica�on via our Sites, we will retain details of your applica�on as set forth in the 
privacy statement or other no�ce made available to you in connec�on with your applica�on or as otherwise required by 
law. In all other cases, we store your personal informa�on for as long as is needed to fulfill the purposes outlined in this 
Privacy Statement, following which �me it is either anonymized (where permited by applicable law), deleted or destroyed.  

6) Disclosure of Informa�on  

We may share your personal informa�on with selected third par�es in accordance with applicable law, including as set out 
below:  

• Service Providers. We may share your personal informa�on with companies with which we have contracted to provide 
services on our behalf, such as hos�ng websites, conduc�ng surveys, processing transac�ons, analyzing our Sites, and 
performing analyses to improve the quality of our business, Sites, products, and services. We require these service 
providers to protect the confiden�ality of your personal informa�on.  

• Disclosure in Connec�on with Transac�ons. In connec�on with certain transac�ons, we may disclose some or all of 
your personal informa�on to financial ins�tu�ons, government en��es and shipping companies or postal services 
involved in fulfillment of the transac�on.  
  

• Disclosures in Connec�on with Acquisi�ons or Dives�tures. Circumstances may arise where for strategic or other 
business reasons the Company decides to sell, buy, divest, merge, or otherwise reorganize businesses in some 
countries. We may disclose informa�on we maintain about you to the extent reasonably necessary to proceed with 
the nego�a�on or comple�on of a merger, acquisi�on, dives�ture or sale of all or a por�on of the Company’s assets.  
  



• Disclosure for Other Reasons. We may disclose personal informa�on if required or authorized to do so by law or in the 
good-faith belief that such ac�on is necessary to comply with legal requirements or with legal process served on us, to 
protect and defend our rights or property or, in urgent circumstances, to protect the personal safety of any individual.  

In the event that you facilitate a transac�on with the Company, request informa�on, a product, or services from the 
Company, or otherwise engage with us, and such ac�vi�es require the Company to share your personal informa�on 
with a service provider or other third party, you hereby direct the Company to inten�onally disclose your personal 
informa�on to the service provider or third party as described herein, provided the service provider or third party 
does not, in its reasonable judgment, sell the personal informa�on, unless that disclosure would be consistent with 
the law.  

7) Interna�onal Transfers  

We are a global company. Please be aware that the privacy protec�ons and legal requirements, including the rights of 
authori�es to access your personal informa�on, in some countries may not be equivalent to those in your country of 
residence. However, we will take reasonable steps to protect your privacy and to provide a level of protec�on of personal 
informa�on that is comparable to that of your country of residence.  

Users Located in the European Economic Area (EEA)  

Where required, we have put in place appropriate safeguards with our company, service providers, contractors, 
distributors and other business partners and agents to ensure that transfers of personal informa�on outside the EEA are 
adequately protected. These safeguards typically comprise the EU Standard Contractual Clauses in accordance with Ar�cle 
46(2) of the EU General Data Protec�on Regula�on. For more informa�on on the appropriate safeguards in place to 
protect your personal informa�on, please contact us using the details at the end of this Privacy Statement.  

8) Security  

We are commited to protec�ng the security of your personal informa�on. We use a variety of security technologies and 
procedures to help protect your personal informa�on from unauthorized access, use or disclosure, including  
implementa�on of such security measures as may be required by applicable law. However, no informa�on system can be  
100% secure, so we cannot guarantee the absolute security of your personal informa�on. Moreover, we are not 
responsible for the security of informa�on you transmit to the Sites over networks that we do not control, including the 
Internet and wireless networks. The safety and security of your personal informa�on also depends on you. Where we have 
given you (or where you have chosen) a User ID and password to access the Sites, you are responsible for keeping those 
log-on creden�als confiden�al and not revealing them to others.   

9) Cookies and Similar Technologies; Web Analy�cs  

What is a cookie? Cookies are text files containing small amounts of informa�on which are downloaded to your hard disk 
or to your browser's memory when you visit one of our Sites. Cookies are useful because they help arrange the content 
and layout of our Sites and allow us to recognize those computers or other devices that have been to our Sites before. 
Cookies do many different jobs, such as allowing our Sites to remember your preference se�ngs and helping us to 
enhance the usability and performance of our Sites and your experience using them.  
  
Our Sites also may contain electronic images known as web beacons – some�mes called single-pixel gifs – that allow us to 
count the number of users who have visited specific pages. We may also include web beacons in promo�onal e-mail 
messages or newsleters in order to determine whether messages have been opened and acted upon.  
  



Categories of cookies and similar technologies that we use:  
The type of cookie or similar technology that may be used on our Sites can be put into 1 of 4 categories: Strictly Necessary, 
Performance, Func�onality & Profile and Adver�sing.  
  
1. Strictly Necessary Cookies  
  
These cookies are essen�al for basic func�onali�es of the Site, and they enable you to move around our Sites and use their 
features, par�cularly in connec�on with informa�on searches and order placement. Without these cookies, the services 
you have asked for cannot be provided. These cookies do not gather informa�on about you that could be used for 
marke�ng or remembering where you have been on the internet. Examples of strictly necessary cookies are a shopping 
basket cookie, which is used to remember the products that you wish to purchase when you add products to your 
shopping basket or proceed to checkout, a login/ authen�ca�on cookie which allows and manages your login to the Site 
and iden�fies you a�er logging in for a single session, a session cookie which is required to carry out the data transmission 
and provide the Site to you, a security cookie that detects repeat failed login atempts or similar abuses of the Sites. These 
types of cookies are regularly stored only as long as required for their purpose.  
  
2. Performance Cookies  
  
These cookies collect informa�on about how you use our Sites, for example which pages you go to most o�en and if you 
get any error messages from certain pages. These cookies collect informa�on that is used to improve how our Sites work. 
Without these cookies we cannot learn how our Sites are performing and make relevant improvements that could beter 
your browsing experience. Examples of performance cookies that our Sites use include cookies from Google and Adobe 
Analy�cs (see further discussion below).  
  
3. Func�onality & Profile Cookies  
  
These cookies allow our Sites to store informa�on that you provide, such as preferences, and to store technical 
informa�on useful for your interac�ons with our Sites. For instance, they remember your user ID and elements of your 
user profile. They also ensure that your experience using the Sites is relevant to you. They may also be used to provide 
services you have asked for such as watching a video or commen�ng on a blog (without being a cookie that is strictly 
necessary for the Site to func�on, see category 1). These cookies will not be used to track your browsing ac�vity on other 
websites.  
  
Without these cookies, a website cannot remember choices you have previously made or personalize your browsing 
experience. For example, we use a cookie to store your language preferences, which allows us to present you with product 
search results in the correct language, and we use a cookie to store your choice about the appearance of the cookie 
informa�on banner that we display on our Sites. This cookie will help us remember your choice about the appearance of 
the cookie informa�on banner when you subsequently visit the same site where you made your choice about the banner 
and any other Company sites with the same domain or the same top-level domain.  
  
4. Adver�sing Cookies and Similar Technologies  
  
These cookies or similar technologies may be used to deliver adver�sements that are more relevant to you and your 
interests. They may also be used to limit the �mes you see an adver�sement as well as help to measure the effec�veness 
of the adver�sing campaign. These cookies may track your visits to other websites. Without these cookies or other 
technologies, online adver�sements you encounter will be less relevant to you and your interests.  
  



We permit third-party adver�sing partners (see below) to use cookies and other technologies to collect informa�on about 
your browsing ac�vi�es over �me and across different websites when you use our Sites, including products that you 
browse or purchase and your loca�on. Examples of adver�sing cookies or similar technologies that we use include Google 
AdWords and Facebook Pixels.  
  
Se�ng Your Cookie Preference  
  
You can usually modify your browser se�ngs to decline cookies and you can withdraw your consent at any �me by 
modifying the se�ngs of your browser to reject or disable cookies or by op�ng out of specific cookies through the opt-out 
op�ons shared below. If you choose to decline cookies altogether, you may not be able to fully experience the features of 
the Sites that you visit.  
  
Our Use of Web Analy�cs  
  
We use industry standard web analy�cs to track visits to our sites (“Web Analy�cs Providers”). The informa�on generated 
by the cookie about your use of our Sites (including your IP address) will be transmited to and stored by our Web Analy�c 
Providers on their servers. The Web Analy�cs Providers will use this informa�on for the purpose of evalua�ng your use of 
our Sites, compiling reports on website ac�vity for website operators and providing other services rela�ng to website 
ac�vity and internet usage (as specified below). The Web Analy�cs Providers may also transfer this informa�on to third 
par�es where required to do so by law, or where such third par�es process the informa�on on their behalf.  
  
We use different analy�c tools which serve the purpose of measuring, analyzing, and op�mizing our marke�ng measures 
and provide you with customized adver�sements that could be of par�cular interest to you. In par�cular, we use the 
following tools:  

• X [formerly Twiter Adver�sing, service of Twiter, Inc. ("Twiter")]. X collects informa�on directly from the usage of the 
Sites by integra�ng its adver�sing technology. This informa�on includes browser cookie IDs, mobile device IDs, hashed 
email addresses, demographic or interest data, and content viewed, or ac�ons taken on the Sites. You can opt out of X 
Adver�sing by following the link below:  Twiter Adver�sing Opt Out Link   

• Google Analy�cs and DoubleClick Floodlight, both services of Google Inc. ("Google"): Google Analy�cs uses cookies 
which enable an analysis of your use of the Sites. The informa�on collected (IP address, browsing ac�vi�es and other 
data linked to your usage of the Sites, e.g., referring site details, tape of web browser and opera�ng system, clicks on 
external links, interac�on with site specific widgets) is usually transferred to a Google server in the USA and stored 
there. However, because of the IP anonymiza�on which we have ac�vated on the portal, Google will reduce your IP 
address within Member States of the European Union/ European Economic Area beforehand (if you are browsing the 
Site in the EU/ EEA). Only in excep�onal cases will the full IP address be transmited to a Google server in the USA and 
shortened there. According to Google, the IP address transmited by your browser within the framework of Google  
Analy�cs will not be merged with other Google data. You can opt out of Google Analy�cs by following the link below:  
Google Analy�cs Opt Out Link  
  

• DoubleClick is a tool to manage digital adver�sing. Floodlight captures and reports on conversions – ac�vi�es of 
website users a�er they have seen or clicked on an adver�sement – and sets up target audiences to op�mize 
marke�ng measures and campaigns. You can opt out by changing your browser se�ngs as described above.  
  

https://twitter.com/settings/personalization?lang=en
https://twitter.com/settings/personalization?lang=en
https://tools.google.com/dlpage/gaoptout
https://tools.google.com/dlpage/gaoptout


o Furthermore, our Sites use the Google Tag Manager by Google, which helps to manage website tags through a 
single interface. The tool itself (implemen�ng the tags) triggers other tags that may themselves collect 
(personal) data. However, Google Tag Manager does not access this data.  
  

o The Sites also use services by Adobe Inc. ("Adobe"), in par�cular the Adobe Audience Manager, a data 
management pla�orm that helps us building unique audience profiles so we can iden�fy our most valuable 
segments, and Adobe Analy�cs, which allows us to analyze the use of our website in order to op�mize its 
design and usability and beter adapt it to the needs of our website visitors. For this purpose, Adobe Analy�cs 
will collect personal data such as your IP address and other iden�fiers, usage informa�on, email address and 
loca�on data. You may opt out of the Adobe Analy�cs services by following the link below:  Adobe Analy�cs 
Opt Out Link  
  

• The Sites uses Facebook Custom Audience, a service provided by Facebook Inc., 1601 Willow Road Menlo Park, CA 
94025, USA, a remarke�ng service that allows us to address visitors to our Sites via Facebook with adver�sing placed 
by us. The display of personalized adver�sing is based on an analysis of the use of our Sites using cookies and 
comparable technologies, such as tracking pixels, which enables us to iden�fy customers that eventually convert to a 
lead from a Facebook.com campaign. This helps us prove the effec�veness of our marke�ng campaigns. Furthermore, 
the service allows us to monitor website ac�vity to build audiences so that we can further re-target communica�ons 
to them based on their visit to the Sites. We will not know any personal data in this context un�l you opt in to provide 
them by either filling out a form or contac�ng us in another way.  
  
You can find out more about the privacy se�ngs by Facebook and your op�ons to change them under the following 
link:  Facebook Privacy Se�ngs Link (you must be logged into your Facebook account)  
  

• LinkedIn Corp: The Sites also use online marke�ng and tracking services offered by LinkedIn Corp., in par�cular 
LinkedIn Ads and LinkedIn Analy�cs. Both services collect and process usage and interac�on data, contact informa�on, 
IP address and loca�on data. We are using LinkedIn Ads to direct traffic to the Sites by serving online adver�sements 
on  
LinkedIn.com that may eventually lead users to the Sites. We use LinkedIn Analy�cs to measure the success of our 
adver�sing campaigns so that we can see which users eventually convert into a lead on the Sites. We will not know 
any personal data in this context un�l you opt to provide them by either filling out a form or contac�ng us in another 
way. You can opt out from LinkedIn targe�ng cookies by clicking on the following opt out link:  LinkedIn Opt Out Link  

• Social Media Widgets. Our website(s) may include social media widgets such as Twiter’s “tweet” butons or Meta’s 
(Facebook) “like” butons to enable you to share posts, or other informa�on. Data may be collected such as your IP 
address and the pages you navigate within the website and may set a cookie to enable above men�oned and other 
widgets to func�on properly. Any and all interac�on with such social media sites is at your own discre�on and are 
thereby specifically governed by the separate and individual privacy policies of these companies. Contact informa�on 
openly displayed on such public-facing social media may be used for the purposes of connec�ng with you, improving 
our products and to beter understand a user’s feedback on our products.  

10) Do Not Track  

Some web browsers may transmit “do-not-track” signals to the Sites with which the user communicates. Because of 
differences in how web browsers incorporate and ac�vate this feature, it is not always clear whether users intend for these 
signals to be transmited, or whether they even are aware of them. We currently do not act in response to these signals.  

11) Your Rights   

https://www.adobe.com/privacy/opt-out.html
https://www.adobe.com/privacy/opt-out.html
https://www.adobe.com/privacy/opt-out.html
https://www.adobe.com/privacy/opt-out.html
https://www.adobe.com/privacy/opt-out.html
https://www.facebook.com/settings/?tab=privacy&privacy_source=privacy
https://www.facebook.com/settings/?tab=privacy&privacy_source=privacy
https://www.linkedin.com/psettings/
https://www.linkedin.com/psettings/


You are permited, and hereby agree, to only disclose or otherwise provide any and all personal informa�on (including 
personal on yourself or a third party) to the Company if such personal informa�on is accurate, reliable, and relevant to our 
rela�onship, and only to the extent such disclosure or provision will not violate any applicable data protec�on law, statute, 
or regula�on, or infringe upon any person’s data privacy rights or privileges.  

You may have certain rights under applicable data protec�on law with respect to personal informa�on about you that is 
collected through the Sites or when you contact or otherwise engage with us. If you are a resident of the EEA,  
Switzerland, or California (United States) the rights described below may, in full or in part, apply to you. For other users, 
the rights that apply to you will depend on the laws of your country of residence. We will facilitate your exercise of the 
rights that apply to you in accordance with applicable law. However, even if your personal informa�on is not afforded 
protec�on under, or otherwise subject to, a data protec�on law, we may seek to accommodate any request or inquiry you 
may have with regard to our data processing ac�vi�es. For more informa�on about your rights, please contact us using the 
contact details at the end of this Privacy Statement or clicking on the link at the end of this sec�on to submit a data rights 
request.  

• Access and Rec�fica�on: You may have the right to know about, access, and/or correct the personal informa�on we 
have collected about you, including the categories and specific pieces of personal informa�on we have collected; the 
categories of sources from which the personal informa�on is collected; the business or commercial purpose for 
collec�ng the personal informa�on; and, the categories of third par�es with whom we have shared, disclosed, or sold 
personal informa�on and the purpose for doing so. In some cases, you can access your personal informa�on by going 
to the webpage on which you provided the informa�on. You can help us to maintain the accuracy of your informa�on 
by no�fying us of any change to your mailing address, phone number or e-mail address.  
  

• Object: YOU MAY BE ENTITLED TO OBJECT TO CERTAIN TYPES OF PROCESSING ACTIVITIES INVOLVING YOUR  
PERSONAL INFORMATION, INCLUDING WHERE WE ARE RELYING ON A LEGITIMATE INTEREST TO PROCESS YOUR 
PERSONAL INFORMATION OR WHERE WE ARE PROCESSING YOUR PERSONAL INFORMATION FOR DIRECT MARKETING.  
IN SOME CASES, WE MAY DEMONSTRATE THAT WE HAVE COMPELLING LEGITIMATE GROUNDS TO CONTINUE TO 
PROCESS YOUR PERSONAL INFORMATION IN WHICH CASE WE ARE NOT OBLIGED TO COMPLY WITH YOUR REQUEST.  
  

• Erasure: You may be en�tled to request the erasure of your personal informa�on, for example, where the informa�on 
is no longer necessary for the purposes for which it was collected.  
  

• Restric�on: You may be en�tled to request that we restrict our processing of your personal informa�on, for example, 
where the accuracy of the informa�on is contested by you.  
  

• Data Portability: You may be en�tled to receive and reuse your personal informa�on for your own purposes. This is 
known as the right to data portability and, where applicable, requires us to move, copy or transfer your personal 
informa�on from our systems to you or (where technically feasible) a third party chosen by you without affec�ng its 
usability.  
  

• Consent: If you have provided your consent to the processing of your personal informa�on, you may have the right to 
withdraw your consent at any �me by contac�ng us using the contact details at the end of this Privacy Statement or, in 
the case of email marke�ng, by using the “unsubscribe” link in any of our marke�ng emails. If you consent to 
par�cipate in our financial incen�ve or loyalty programs, you may withdrawal that consent at any �me by contac�ng 
us using the contact details at the end of this Privacy Statement or in accordance with the instruc�ons set forth in the 
applicable program’s terms and condi�ons. The withdrawal of your consent for any purpose will not affect the 
lawfulness of any processing up to that point.  



  
• The Sale of Personal Informa�on. Certain data protec�on laws provide individuals with the right to opt out of the sale 

of their personal informa�on. The Company does not sell your personal informa�on to third par�es for profit.  
However, we do share or otherwise disclose your personal informa�on to third par�es in accordance with this Privacy 
Statement. For example, we engage with third par�es to distribute our products, provide you with technical 
assistance, operate website analy�cal tools and features, and engage in marke�ng and sales of our products and 
services. Such ac�vi�es may involve the disclosure of your personal informa�on to third par�es and may be 
considered a “sale” of data under certain (but not all) data protec�on laws. Our Sites are not directed to, and should 
not be used by, minors under the age of sixteen (16) and therefore the Company does not knowingly collect, use, or 
sell the personal informa�on of minors under sixteen (16) years of age without affirma�ve authoriza�on.  

We will respond to any requests from you (or your authorized agent) to exercise your rights within the �meframes 
required by law. We may charge a fee to facilitate your request where permited by law. To exercise any of your rights, 
please contact us (or have your authorized agent contact us) using the contact details set out at the end of this Privacy 
Statement or click on the link at the end of this sec�on to submit a data rights request. In the event you submit, or your 
authorized agent submits on your behalf, a data request, you (and your authorized agent) hereby acknowledge and agree, 
under penalty of perjury, that you are (or the authorized agent of) the individual whose personal informa�on is the subject 
of the request. If you make, or an authorized agent on your behalf makes, any request related to your personal 
informa�on, we will ascertain your iden�ty, or the iden�fy of your authorized agent, to the degree of certainty required 
under the law before addressing your request. For example, the Company may be required you to match at least two or 
three pieces of personal informa�on that we have previously collected from you before gran�ng you access to, or erasing, 
specific pieces, or categories of, personal informa�on, or otherwise responding to your data request. We may also request 
that the authorized agent provides writen documenta�on that demonstrates his/her authoriza�on to act on your behalf. 
The data privacy rights afforded under data protec�on laws are not absolute, and the Company may be permited to 
refrain from undertaking any ac�on or changing its data processing ac�vi�es, in response to a data request you submit to 
us.  

If you believe our processing of your personal informa�on does not comply with data protec�on law, you may be 
permited to submit a complaint to the supervisory or regulatory authority responsible for overseeing compliance with 
data protec�on law in your jurisdic�on. For example, individuals in the EEA have the right to lodge a complaint with the 
competent Data Protec�on Authority, a list of which can be accessed at: 
htps://edpb.europa.eu/aboutedpb/board/members_en 

We would however appreciate the chance to address your concerns, so please feel free to contact us regarding any 
complaint you may have. Some data protec�on laws provide that organiza�ons are prohibited from discrimina�ng against 
individuals for exercising their data privacy rights. The Company does not, under any circumstances, intend or otherwise 
seek to discriminate individuals for any reason, including for exercising a data privacy right.  

If you have ques�ons about your rights or would like to exercise your rights, you can submit privacy ques�ons to:   
htps://www.lynxspring.com/contact-us  

12) Children's Informa�on  

Our Sites are not directed to, and should not be used by, children or other minors under the age of sixteen (16) and we do 
not knowingly collect informa�on from such individuals. You are prohibited, without our prior writen consent, from 
providing the Company with any personal informa�on on children or other minors under the age of sixteen (16), unless 
such disclosure of personal informa�on is necessary to facilitate an applicable business transac�on or otherwise related to 
our services, and you have the lawful to make such a disclosure to the Company. The meaning of “children” is subject to 
the laws and regula�ons in the jurisdic�on in which you are located.  

https://edpb.europa.eu/aboutedpb/board/members_en
https://www.lynxspring.com/contact-us
https://www.lynxspring.com/contact-us


13) Links to Other Websites  

Our Sites may contain links to third-party websites, products, and services. We have no liability or responsibility for those 
websites, products and services, their policies, or their collec�on or other processing of your personal informa�on. The 
prac�ces of those third par�es with respect to informa�on collected through their websites, products or services are 
governed by their own privacy policies. We encourage you to learn about the privacy policies of those third par�es.  

14) Contac�ng Us About our Privacy Policy and No�fica�on of Changes 

Lynxspring retains the right to modify our Privacy Policy at any �me. We strive to make every effort to abide by the policy 
above. You may receive an email no�fying you of any major changes to our Privacy Policy. You will not receive any 
no�fica�ons of minor changes to our policy. Please always refer to our website for the most current Privacy Policy at:  
htps://www.lynxspring.com/company/privacy-policy 

If you have ques�ons regarding this Privacy Statement or our handling of your personal informa�on, please contact us 
using the contact us link listed below. We will promptly address your concern and strive to reach a sa�sfactory resolu�on.  

htps://www.lynxspring.com/contact-us  

Mailing Address:   
  
Atn: Privacy Manager 
Lynxspring, Inc.  
2900 NE Independence Ave Lee’s 
Summit, MO 64064  

15) Changes to this Privacy Statement  

We may occasionally update this Privacy Statement. When we do, we will revise the "last updated" date at the top and 
botom of the Privacy Statement and take such addi�onal steps as may be required by law.  

LAST UPDATED 11/30/2023 
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